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Cyber	
  Physical	
  Systems	
  

•  CPS	
  are	
  mechatronic	
  systems,	
  characterized	
  by	
  %ght	
  integra%on	
  between	
  computa%onal,	
  
communica%on,	
  and	
  physical	
  components	
  

•  Design	
  of	
  CPS	
  involve	
  heterogeneous	
  domains,	
  involve	
  mul%ple	
  abstrac%ons,	
  and	
  mul%ple	
  
models	
  with	
  varying	
  fideli%es	
  

Design	
  

CPS	
  Examples	
  



CPS	
  Design	
  Toolchains	
  :	
  OpenMETA	
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•  CPS	
  Design	
  toolchains	
  are	
  complex,	
  involve	
  many	
  different	
  models,	
  modeling	
  languages,	
  
model	
  transforma%ons,	
  and	
  seman%c	
  domains	
  



Formaliza%on	
  of	
  CPS	
  Toolchains	
  

Provable	
  Correctness	
  of	
  CPS	
  depends	
  on	
  many	
  factors:	
  

•  Correctness	
  of	
  Modeling	
  Language(s)	
  

•  Correctness	
  of	
  Model	
  Transforma%on	
  Tools	
  

•  Correctness	
  of	
  Models	
  

•  Correctness	
  of	
  (auto-­‐generated)	
  So-ware	
  

•  Correctness	
  of	
  Run%me	
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Embedded	
  Systems	
  Modeling	
  (ESMoL)	
  Toolchain	
  

•  ESMoL	
  is	
  a	
  toolchain	
  for	
  design,	
  simula%on,	
  analysis	
  and	
  
synthesis	
  of	
  controllers	
  



ESMoL	
  Example:	
  	
  
Quadrotor	
  So-ware	
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TrueTime	
  Simulink	
  Model	
  (mdl)	
  
Task	
  Execu%on	
  Code	
  (C)	
  

ESMoL	
  Use	
  case:	
  
Simula%on	
  with	
  TrueTime	
  

Component	
  Timing	
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  start	
  %mes	
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Jackson & Sz. ‘2007 
Jackson, Schulte, Sz.  
‘2008 
Jackson & Sz. ‘2009 

Y:    set of concepts,  
RY :  set of possible  
       model realizations 
C:    set of constraints  
       over RY 
D(Y,C): domain of well-
formed models 
[ ]: interpretations 
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Key Concept: DSML syntax is understood as a constraint 
system that identifies behaviorally meaningful models. 
Structural semantics provides mathematical formalism 
for interpreting models as well-formed structures.  

Microsoft Research Tool:  FORMULA 
•  Fragment of LP is equivalent to full first-order logic  
•  Provide semantic domain for model transformations. 
 

Structural Semantics defines modeling domains using  
Algebraic Data Types and First-Order Logic with Fixpoints.  
Semantics is specified by Constraint Logic Programming. 

Formaliza)on	
  of	
  	
  Structural	
  Seman)cs	
  



Explicit	
  Methods	
  for	
  Specifying	
  
Behavioral	
  Seman)cs	
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Heterogeneous math domain; 
Operational semantics 

Reasonable tool support; 
Easy to understand 
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domain	
  AcausalBG_elements	
  
{	
  
	
  	
  primitive	
  Sf	
  ::=	
  (id:	
  String).	
  
	
  	
  primitive	
  Se	
  ::=	
  (id:	
  String).	
  
	
  	
  primitive	
  R	
  	
  ::=	
  (id:	
  String).	
  
	
  	
  //…	
  
primitive	
  TF	
  ::=	
  (id:	
  String).	
  
	
  	
  primitive	
  GY	
  ::=	
  (id:	
  String).	
  
	
  	
  primitive	
  ZeroJunction	
  ::=	
  (id:	
  String).	
  
	
  	
  primitive	
  OneJunction	
  	
  ::=	
  (id:	
  String).	
  
	
  	
  Source	
  	
  	
  ::=	
  Sf	
  +	
  Se.	
  	
  
	
  	
  //..	
  
}	
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domain	
  DAEquations	
  
{	
  
	
  	
  primitive	
  Variable	
  ::=	
  
	
  	
  	
  	
  (name:	
  String,	
  id:	
  String).	
  
	
  	
  primitive	
  Param	
  ::=	
  (id:	
  String). 	
  	
  
	
  	
  primitive	
  Neg	
  ::=	
  (Term).	
  
	
  	
  primitive	
  Inv	
  ::=	
  (Term).	
  
	
  	
  //..	
  
	
  	
  Term	
  ::=	
  Variable	
  +	
  Param	
  +	
  Neg	
  +	
  Inv	
  +	
  Mul	
  +	
  
Sum.	
  
	
  	
  primitive	
  Eq	
  ::=	
  (Variable,	
  Term).	
  
	
  	
  primitive	
  DiffEq	
  ::=	
  (Variable,	
  Term).	
  
	
  	
  primitive	
  SumZero	
  ::=	
  (Sum).	
  
	
  	
  Equation	
  ::=	
  Eq	
  +	
  DiffEq	
  +	
  SumZero.	
  
}	
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transform	
  BG_DenotationalSemantics	
  
	
  	
  from	
  in1::AcausalBG	
  	
  
	
  	
  to	
  out1::DAEquations	
  
{	
  
	
  	
  Eq(ea,px)	
  :-­‐	
  x	
  is	
  Se,	
  Src(a,x).	
  
	
  	
  Eq(fa,px)	
  :-­‐	
  x	
  is	
  Sf,	
  Src(a,x).	
  
	
  	
  Eq(ea,	
  Mul(px,fa))	
  :-­‐	
  x	
  is	
  R,	
  Dst(a,x).	
  
	
  	
  DiffEq(ea,	
  Mul(Inv(px),fa))	
  :-­‐	
  	
  
	
  	
  	
  	
  x	
  is	
  C,	
  Dst(a,x).	
  
//…	
  
}	
  

Single math framework 
Unified approach 
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Formaliza%on	
  of	
  ESMoL	
  

•  Structural	
  seman%cs	
  of	
  Stateflow	
  sub-­‐
language	
  of	
  ESMoL	
  

•  Behavioral	
  seman%cs	
  of	
  Stateflow	
  sub-­‐
language	
  of	
  ESMoL	
  

•  Formal	
  verifica%on	
  of	
  Stateflow	
  models	
  using	
  
NuSMV	
  

•  Formal	
  verifica%on	
  of	
  code-­‐generated	
  from	
  
ESMoL-­‐Stateflow	
  



ESMoL	
  -­‐	
  Structural	
  Seman%cs	
  
Terms Structural validity Rules 

MAAB Structural validity Rules 



ESMoL	
  –	
  Behavioral	
  Seman%cs	
  

•  Transla%onal	
  Seman%cs:	
  Mapping	
  of	
  the	
  modeling	
  language	
  
to	
  a	
  formal	
  domain	
  that	
  has	
  pre-­‐defined	
  opera%onal	
  
seman%cs	
  

•  ESMoL	
  Stateflow	
  à	
  Mathworks	
  Stateflow	
  (opera%onal	
  
seman%cs:	
  Hamon	
  and	
  Rushby,	
  2007)	
  

State mapping Transition mapping 



ESMoL	
  -­‐	
  Model	
  Verifica%on	
  

•  Leverages	
  automated	
  
transla%on	
  from	
  
Stateflow	
  to	
  NuSMV	
  
reported	
  in	
  publica%on	
  
by	
  Miller,	
  Whalen,	
  and	
  
Cofer.	
  



ESMoL	
  -­‐	
  Code	
  Verifica%on	
  



Property	
  Specifica%on	
  Templates	
  



LTL	
  à	
  TGBA	
  à	
  Verifica%on	
  Cond.	
  

LTL	
  
Formulae	
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Igni%on	
  Controller	
  -­‐	
  Model	
  
•  Func%on	
  

–  Control	
  Igni%on	
  lights	
  on	
  display	
  
–  Actuate	
  engine	
  starter	
  based	
  on	
  igni%on	
  

key	
  and	
  engine	
  state	
  

•  Signals	
  
–  key_pos	
  
–  engine_running	
  
–  igni%on_signal	
  
–  engine_starter	
  

•  Textual	
  Requirements	
  
–  When	
  the	
  igni%on	
  key	
  is	
  turned	
  on,	
  

while	
  engine	
  is	
  not	
  running	
  the	
  starter	
  
must	
  engage	
  to	
  actuate	
  the	
  engine	
  and	
  
disengage	
  once	
  the	
  engine	
  is	
  running	
  

–  Igni%on	
  light	
  on	
  dashboard	
  must	
  reflect	
  
the	
  status	
  of	
  engine	
  correctly	
  	
  



Igni%on	
  Controller	
  -­‐	
  Proper%es	
  

Property	
   Descrip%on	
   Occurrence	
  Pakern	
   Scope	
  Pakern	
  

1	
   the	
  	
  engine	
  	
  should	
  	
  be	
  	
  already	
  	
  running	
  before	
  	
  
the	
  igni%on	
  light	
  reflects	
  that	
  the	
  engine	
  is	
  
running	
  

Precedes(P	
  &	
  S)	
  –	
  S	
  precedes	
  P	
  
S:	
  (engine_running	
  >	
  0.5)	
  
P:	
  (igni%on_signal	
  ==	
  1.00)	
  	
  

Globally	
  

2	
   if	
  the	
  igni%on	
  key	
  is	
  turned	
  on	
  when	
  the	
  engine	
  
is	
  not	
  	
  running	
  	
  then	
  	
  the	
  	
  starter	
  	
  should	
  	
  get	
  	
  
engaged	
  	
  so	
  	
  as	
  	
  to	
  	
  start	
  	
  the	
  Engine	
  

	
  Immediate	
  Response(P	
  &	
  S)	
  –	
  S	
  occurs	
  
next	
  a-er	
  P	
  
S:	
  (engage_starter	
  ==	
  1.00)	
  
P:	
  (key_posi%on	
  >	
  1.00	
  &&	
  
engine_running	
  <	
  1.00)	
  

Globally	
  

3	
   always	
  whenever	
  the	
  igni%on	
  key	
  is	
  turned	
  off	
  
while	
  the	
  starter	
  is	
  on	
  then	
  in	
  the	
  next	
  %me	
  step	
  
the	
  starter	
  should	
  get	
  Disengaged	
  

Immediate	
  Response(P	
  &	
  S)	
  -­‐	
  S	
  occurs	
  
next	
  a-er	
  P	
  
S:	
  (engage_starter	
  <	
  1.00)	
  
P:	
  (key_posi%on	
  <	
  1.00	
  &&	
  
engage_starter	
  >	
  0.00)	
  

Globally	
  



Igni%on	
  Controller	
  -­‐	
  Results	
  

•  CBMC	
  bound	
  set	
  to	
  30	
  
•  Property	
  1	
  is	
  not	
  violated	
  
•  Property	
  2	
  &	
  3	
  are	
  violated	
  
•  Results	
  consistent	
  with	
  NuSMV	
  
•  Counter-­‐examples	
  analogous	
  to	
  those	
  
generated	
  by	
  NuSMV	
  

•  à	
  Code	
  generator	
  is	
  correct	
  with	
  respect	
  to	
  
the	
  checked	
  proper%es	
  	
  



Conclusions	
  
•  Verifica%on	
  of	
  CPS	
  is	
  paramount	
  	
  
•  Formal	
  methods	
  need	
  to	
  be	
  applied	
  
holis%cally	
  to	
  model-­‐based	
  CPS	
  design	
  tool	
  
chains	
  

•  Scalability	
  of	
  verifica%on	
  methods	
  is	
  a	
  huge	
  
barrier	
  to	
  widespread	
  adop%on	
  –	
  that	
  need	
  to	
  
be	
  addressed	
  by	
  pragma%c	
  approaches	
  

•  Presented	
  an	
  example	
  CPS	
  toolchain	
  with	
  
applica%on	
  of	
  formal	
  methods	
  to	
  mul%ple	
  
aspects	
  of	
  the	
  toolchain	
  


